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Introduction 
Incident Response / Forensics 

Today’s globally networked society is exposed to frequent cyber attacks.  The threat to 
government, corporate and private networks is very real.  In an attempt to mitigate the external 
threat, networks are defended through layered defenses consisting of Intrusion Detection 
Systems (IDS), firewalls, anti-virus/malicious logic applications and Intrusion Prevention 
Systems (IPS).  Layered network defenses are effective against external threats.  However, 
layered defenses offer little in terms of mitigating the insider threat and in the case of a breach, 
streamlined incident response.  
 
Management or operations of large enterprise networks typically takes place at a remote 
consolidated facility.  This central Network Operations and Security Center (NOSC) is the focal 
point for management of system outages and incident response.  Responding to system 
outages is usually a well established and predictable process.  In global networks, incident 
response is not predictable and at best, challenging.  Incident response is triggered for various 
reasons.  Commonly, a network defense analyst will respond to an alert raised by a network 
defense sensor, intrusion detection system or anti-virus application.  The analyst then directs a 
field technician at the affected site to take investigative action.  These initial actions will likely 
consist of running special software to reveal known hacker files or applications.  More often than 
not, however, field technicians are not skilled in analyzing the results of the forensic application 
and must then forward the results to the network defense analyst.  If the network defense 
analyst concludes the initial findings warrant further data from the affected workstation, the field 
technician is contacted again and retrieves the data requested by the analyst.  This cycle 
repeats until the issue is resolved.  Resolving incidents in this manner can take days to 
complete.  Unlike other forensic investigations, computer crimes take fractions of a second to 
commit, and the volatile forensic evidence is available for a finite period of time.  
 
In today’s network operational environment, the time to investigate and resolve suspect activity 
is excessive.  Time is the enemy during incident response.  The entire enterprise network and 
supported missions remain in a highly vulnerable state until the incident is fully investigated and 
the method of exploitation (if any) is revealed.  
 
Electronic Discovery 

The Federal Rules of Civil Procedure provide regulations regarding how organizations should 
gather and prepare electronic evidence.  However, there are very few standards that 
organizations can turn to when collecting and preserving evidence.  Currently, organizations use 
in house procedures to collect and preserve electronic information.  Once collected, the 
information is then provided to a service provider for processing.  The service provider then 
uses specialized methods and tools to extract the desired information from the media and 
prepare it for review by internal and external counsel.  The attorneys manually review the 
information and eliminate non-pertinent documents.   
 
The greatest expense in electronic discovery results from: (1) the amount of information 
organizations collect and provide to service providers for processing, and (2) the amount of time 
attorneys spend reviewing and eliminating documents of no value to the case.  More often than 
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not, organizations do not have the resources or technology available to quickly eliminate 
redundant or non-pertinent information from a dataset.  Organizations lacking an organic data 
reduction capability are at the mercy of businesses who provide (expensive) data reduction 
processing services.  Organizations are typically faced with processing fees approaching or 
exceeding as much as $2,500 per gigabyte.  Another drawback to outsourcing data reduction is 
the time involved with locating a service provider and the time to process the data.  This lessens 
the time in-house counsel has to prepare case strategies.   
 

Defense-In-Depth - False Security 
Most enterprises focus simply on the external threat and do very little or nothing to mitigate the 
threat from within.  Studies consistently report the greatest threat to any operation comes from 
within.  The insider already has access to the operation (network account) and only requires a 
motive to exploit his access to information and operations.  Given traditional network defenses, 
skilled inside attackers or systems compromised by professional hackers are difficult to isolate 
and identify.  The skilled attacker will have the tools and take measures to circumvent layered 
defenses.  Securing the network from careless users, external attackers or malicious insiders is 
arduous.  Rapidly assessing the magnitude of a compromise is nearly impossible without a 
large team of incident response experts.  In this day of expanding global operations and reliance 
on the Internet, companies need to leverage technology to efficiently use the skills of their few 
resident experts, or contracted consultants.  In other words, companies need to make the 
network work for them, not against them.  Reliance on traditional network defense tools is a 
recipe for failure.  Skilled criminals will bypass well known layered defenses.  In the case of 
sensitive or proprietary data theft, skilled criminals will not exfiltrate data in an obvious manner.  
The data will likely be encrypted and transferred across the network, transferred via modem, a 
covert wireless network, or downloaded to removable media (i.e. USB Drive) and carried out the 
front door.  All of these scenarios easily circumvent “defense-in-depth”.  The e-fense solution 
focuses on activity and processes at the workstation level and offers direct forensic level 
access.  
 

Previous Options 
Today, there exist multiple software options for incident response, security and e-discovery on 
an enterprise level.  In most cases, they are expensive, difficult to integrate into an enterprise 
operation, problematic and fail to focus on insider threats, anomaly detection or e-discovery as a 
cohesive package. 
 
Unparalleled Security Experience 

The team from e-fense has fifty-plus years collective government and corporate experience in 
incident response, computer forensics, network security, global network operations, and e-
discovery.  As former members of the Air Force Office of Special Investigation’s elite Computer 
Crime Squad, the team participated and resolved several national level intrusion investigations.  
These investigations include Solar Sunrise and Moonlight Maze.  Their technical and 
investigative skills helped identify and prosecute attackers from around the world.  They have 
used their extensive technical and investigative knowledge and experience to develop Helix3 
Enterprise™. 
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e-fense Solution:  Helix3 Enterprise - H3E™ 
H3E™ was designed to assist first responders and network analysts in rapid and accurate 
assessment of suspicious workstation or network activity.  This solution provides network 
administrators and information security personnel with mechanisms to effectively counter 
threats posed by insiders to the security and integrity of the corporate networks and the data 
contained therein.  H3E™ is the culmination of several years of development on the highly 
successful Helix3 Incident Response and Forensics CD.  
 
In addition to the incident response capability H3E™ has been designed to use the power of the 
network to assist in any e-discovery situation.  Having access to the entire network strata H3E™ 

can quickly and efficiently locate responsive data to a litigation hold request. 
 
Insider Detection/ Surveillance 

Identification of insider activity requires forensically sound and robust data harvesting 
techniques.  System events and activity offer vital clues to detect insider activities such as 
permission elevation, covert data tunnels, and data exfiltration.  The H3E™ Agent is designed to 
monitor, collect and analyze these fragments of evidence and alert network defenders.  This 
comprehensive data collection capability allows administrators or analysts to rapidly determine 
the nature of suspect activity.  These remote forensic capabilities include, but are not limited to 
the collection and retrieval of user information, network information and associated processes, 
screen captures and remote forensic disk, RAM imaging and analysis. 
 
H3E™ Architecture  

The H3E™ solution implements a tiered architecture consisting of an Administration Tool (CAT), 
Servers and agents.   
 

 
 

H3E 

CAT 

 
 

Agent(s)
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Each agent is a 32-bit application compiled for Microsoft Windows platforms (Windows 2000, 
XP, Vista, Server 2003, Server 2008, and Windows 7).  The CAT and Server support all 
Microsoft Windows, Mac OS X, and Linux Platforms. 
 

The Console Administration Tool - CAT 
The CAT is the focal point for agent command and control.  Through the H3 server, the CAT 
manages agents within an internal network or distributed across a global enterprise.  You can 
log in to any H3E™ server on your network using the CAT. 

 
The CAT provides a comprehensive view and operation of network workstations hosting agents, 
and limits access to only those groups of agents approved by the server administrator.  This 
ensures CAT operators (analysts) access only to those agents within their respective areas of 
responsibilities.  The CAT GUI is divided into many areas each containing granular data views.  
 
The CAT implements an intuitive “point and click” interface for system operation and 
configuration.  The CAT was designed to require minimal training for effective configuration and 
operation.  The simple interface relieves the customer of costly training, gets users up-to-speed 
in minimal time and eliminates prolonged integration into an operational environment. 
 
CAT Interoperability 

The CAT is a stand-alone device and does not interfere with the management, distribution or 
installation of software patch management solutions. 
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Accessing Agents on the Network 
The first major area on the CAT is a hierarchical list view of all 
network nodes.  The analyst or administrator has the capability 
to move IP ranges or nodes into logical groups.  This provides 
analysts or administrators the flexibility to group nodes into 
entities that reflect the structure of the organization.  
 
The analyst can interact with each node in the hierarchical list 
simply by right-clicking on the node or group icon.  This presents 
a menu of data items the agent can return to the CAT via the 
H3E™ server.  These items include but are not limited to:    
 

 Operating System Information 
 User Account Information 
 Volume (hard disk) Configuration 
 Host Name 
 Clipboard Contents 
 System Uptime 
 Screen Capture 
 Key Strokes 

 Network Packet Capture 
 Network Configuration 
 Service/Processes Information 
 Registry Information 
 Event Logs 
 Internet Browser History Queries 
 System and RAM Imaging  

  
Each data item requested is a custom written routine for H3E™.  Data retrieval is accomplished 
via custom Application Program Interface (API) calls.  Meaning, no native operating system 
commands on the system are executed.  This approach mitigates the threat posed from native 
commands contaminated by malicious logic (rootkits). 
 
All user activity on the agents and CATs are archived to an audit log.  The CATs and agents 
implement a proprietary mechanism to uniquely identify the agent and CATs. 
 
Agent Audit History 

The second major area on the CAT is the audit history window.  This window 
displays a current view of each node’s audit history.  The data displayed in the 
history window is contained in the H3E™ server database.  
 
The window refreshes each time a new node is selected on the hierarchical 
list.  This provides the analyst a quick view of the node’s audit history and 
includes the nodes IP address at the time, start and stop time, the User 
responsible for executing the Audit, and the returned audit items. 
 
Audit notes can be added to any audit for either case activity or future 
reference.  Only audits with notes will display the note icon.  In addition it is 
very simple to rename an audit to something descriptive for the analyst. 
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Recovered Results 

The final major area of the CAT’s GUI is the Recovered Results window.  This area contains the 
audit information associated to the linked audit list box. 
    

 

 

Encryption 

All network communication is encrypted via the 256-bit Advanced Encryption Standard (AES).  
Information stored within the H3E database is protected using 256-bit AES encryption. 
 
The Advanced Encryption Standard (AES) is a Federal Information Processing Standards 
(FIPS) approved cryptographic algorithm for use in protecting electronic data.  
 
The H3E™ Agent and Supported Platforms 

The Agent stands ready to provide information network analysts to rapidly assess suspicious 
network activity.  This vital information includes the often overlooked volatile data.  The Agent 
masquerades as a routine process on the workstation and does not interact with the user.  The 
Agent produces no visual evidence of its existence.  That is, no icons are displayed in the 
system tray or tool areas of the workstation.  Through the use of a proprietary mechanism, the 
agent only accepts commands from the designated CAT (through H3E™ server) via encrypted 
TCP communication.   
The agent is designed to operate on Windows 2000, XP, Vista, Windows 7, and Windows 
Servers as well as OS X and Linux platforms.  The agent does not interfere with the operation of 
anti-virus engines or other malicious logic detection applications.  
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Agent Deployment 

Agents are pre-deployed using any existing patch management solution.  Agents and 
configuration files can masquerade as routine system patches.  Once installed, the agent 
produces no visual evidence of its existence and does not degrade the performance.  No icons 
are displayed in the system tray or tool areas of the workstation.  
 
Agent Beacon 

The agent is configured to beacon at workstation start.  The beacon updates the CAT display to 
reflect the node’s status on the network.  Through the Configuration Utility located on the CAT, 
the analyst can configure the agent to beacon at any desired interval.  In addition, the CAT 
operator can direct each agent to “beacon” on demand. 
 
Agent Produced Data 

Through the CAT on demand or via pre-configured options, each agent provides real-time 
remote access to volatile and other pertinent data.  A sample of this data includes:  
 

 Live File System View 
 Remote Imaging of Volatile System Memory (RAM) 
 Remote Imaging of Hard Disk 
 Remote imaging of Active External Storage Devices 
 Clipboard Contents 
 Running System Processes 
 Open TCP and UDP ports 
 Network Configuration 
 Route Information 
 Screen Captures 
 Key Stroke Capture 
 Environment Variables 
 Windows Registry Information 
 Attached Storage History 
 User Login and Account Information 
 User Internet Browsing History 

 
All of this information is date/time stamped using GMT/UTC and is obtainable either at 
workstation startup, on an analyst defined schedule, or in real time via the CAT.  Logged agent 
activity is also configurable by the analyst or administrator. 
 
Agent Incident Response 

When an incident occurs or anomalous activity is suspected, the analyst operating the H3E™ 

CAT can query one, some, or all terminals for desired information.  During an investigation, the 
investigator uses the H3E™ CAT (simple point and click menu selections) to send the agent a 
request for information.  The agent uses this message as input to generate and return the 
information requested.  The commands collect and return the information needed for timely 
incident response. 
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For example, should a node on the internal network be 
suspected of communicating to a known hostile site, the 
H3E™ CAT can establish an encrypted link with the agent and 
command the agent to return the suspect node’s internet 
history, listening ports, screen captures and running 
processes and login of current user.  
 
In the case of suspected malicious activity on the workstation, 
the agent can be configured to collect and return the user’s 
keystrokes and screen captures.  
 
Agent Data Integrity 

The agent does not rely on native operating system commands to retrieve information.  The 
agent implements custom written API calls to retrieve accurate information.  This mitigates the 
threat from using native commands replaced or altered by malicious logic.  All Agent command 
activity is archived to an internal audit log.  This log is also protected via 256-bit AES encryption.  
 
Network Traffic 

The amount of network traffic generated by the Agent is minimal and highly configurable.  The 
data returned on a scheduled or on demand basis consists mainly of text files.  These files 
average approximately 3KB in size.  Screen captures are slightly larger (on average 
approximately 32KB.) The largest data transfers that can occur are between the Agents and the 
CAT when returning forensic images. 
 
Network traffic saturation is controlled at the CAT level.  The analyst or administrator is in 
complete control of the amount of data introduced to the network. 
 

E-Discovery  
Organizations may be unaware of the potential sources of relevant documents as employees 
may store messages on PDAs, in personal folders on a PC or on a company file server.  These 
document storage locations along with IT systems including messaging application servers, 
primary storage systems and tape archives, may have to be processed as part of a discovery 
request.  Depending on the scope of the request, an organization may need to capture, collect 
and process information from all of these sources.   
 
Organizations must collect data based on custodians, keywords, a data range or a set of 
keywords, as defined in the discovery request.  Ensuring that the results of the gathered results 
are consistent is extremely difficult and can often take multiple days.  Once the appropriate data 
is identified, an organization must centralize the information to allow attorneys to begin the 
review and data reduction process.  As with other discovery processes, the information 
gathering and processing method must adhere to the chain-of-custody mandate preserving the 
evidence for admission into court.    
 
It is difficult for organizations to store data in a manner that allows for simple collection of 
responsive data.  As a result, responsive data is distributed across the entire enterprise.  The 
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distributed data requires the collection of massive amounts of data, of which only a small portion 
is pertinent to the case.  This complicates, prolongs and adds great expense to the collection 
process. 
 

Previous E-Discovery Options 
Unfortunately there are very few options to easily filter large datasets and collect only the 
pertinent information.  There are a few software applications to reduce the amount of email data 
which admittedly does make up a majority of most legal proceedings.  However, there is 
currently nothing available that will quickly, easily and inexpensively reduce the total amount of 
data to a manageable size. 
 

H3E™ Solution 
The H3E™ solution can be used to quickly and easily 
reduce ALL of the data in a case.  H3E™ was 
engineered to expedite the e-discovery process and 
save clients money.  
 
H3E™ implements specialized search algorithms to 
reduce and remove the non-responsive data.  H3E™ is 
designed to isolate files by date/time stamps, 
Keywords, Container files (email, zip files, etc), and 
de-duplicate files by hash value.  H3E™ was designed 
with two things in mind: accuracy and speed.  In tests 
H3E™ eliminated approximately 90% of non-
responsive data.  This translates to cost savings for 
the customer.  Instead of processing 2 terabytes of data, using H3E™ the data requiring 
expensive processing is reduced to 200 gigabytes, a considerable cost savings to the client.  
Additionally searching is fast.  On average, H3E™ can process between 500MB and 1GB per 
minute. 
  
Over 95% of all data is created and stored on computers.  So much data is stored on computers 
that in most cases it is unfeasible to process typical amounts in a manner that is cost effective – 
until now.  H3E™ can easily and quickly reduce the volume of data that needs to be processed 
for any e-discovery case - saving clients time and money. 

 

Conclusion  
Corporations across the globe rely on data networks to operate and achieve their business 
objectives.  Malicious insiders and hackers pose a significant threat to data, technology and the 
survivability of the corporation.  Focus on the external threat and layered defenses are effective 
against external threats, but do very little to mitigate threat of rogue insiders or the unsafe 
network practices of employees.  The technology behind H3E™ offers a strong defense against 
the rogue insider or compromised system.  H3E™ provides proven and forensically sound real-
time monitoring capabilities to allow network defense analysts to defend the organization’s data 
and technology.  H3E™ reduces incident response from days to minutes and provides vital 

Saved $770,000 (88%) in 
Processing Cost 

$875,000

$105,000 

Without 
H3E 

With 
H3E 

$770,000
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digital evidence needed to identify the malicious insider or compromised system.  In litigation, 
H3E™ reduces expenses related to e-discovery.  H3E™ offers a solid yet inexpensive alternative 
to existing data reduction and presentation solutions.  
 

Company Profile  

e-fense® is a global computer forensics, corporate security and e-discovery software company 
founded in 2001.  They have developed robust applications to meet the demanding data 
forensics and security needs of the public and private sectors.  Over 600,000 copies of their 
flagship product, Helix3 has been downloaded and is used throughout the world by law 
enforcement and computer forensics experts.  This flagship product provided the foundation to 
their unique corporate network security application providing businesses the visibility and 
protection for networks.  e-fense’s team is made up of highly skilled and experienced forensics 
and security experts providing customers with e-discovery, computer forensics  and cyber 
security software to resolve crimes, protect against employee malicious behavior and 
compliance issues like HIPAA and Sarbanes-Oxley. 
 
e-fense® is proud to have worked with a wide range of security-conscious enterprises, from 
Fortune 500 companies to government agencies.  Our clients include law firms, utilities, 
financial institutions, healthcare institutions, software corporations, and the Federal 
Government.  
 
e-fense® strives hard to help the security/forensics community.  This is evident by the creation 
of Helix3™ which has become a standard tool for first responders and forensic investigators in 
the Government, Private, and Public sectors around the world. 
 
Contact e-fense® 

9200 E. Panorama Cir 
Suite 120 
Centennial, CO 80112 
720-554-0890 
800-793-8205 
www.e-fense.com 


